
23 most common 
privacy program 
challenges



Every situation is different, but from having helped hundreds of businesses over 
the last 6 years, we have also seen many similarities. These learnings constitute 
the foundation that helped us build DPOrganizer; develop products and 
services that together create solutions that ensure sustainable privacy 
programs for our customers.

We’re proud of our powerful yet easy-to-use technology, and the personal 
relationships we build through our customer success and professional services. 
But more than anything, we are proud of having identified these challenges 
together with our customers, and we’re excited about having supported our 
amazing customers in solving them, resulting in driving more business value 
adding and proactive privacy programs.

We see the regulatory landscape change globally, and the risk distribution and 
challenges differ between markets, sectors and due to factors such as 
company size, age and level of digitisation. But overall, we do see similar 
challenges across the board, and we hope the below can provide some 
inspiration for what to look for in your own organization.
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1. No strategic approach to data protection
STRATEGIC RISK

A more strategic approach to data protection should be taken. This involves 
assessing how current and future regulation, technology and data subjects’ and 
other stakeholders’ expectations may affect the business short and long term. 
It also means assessing how a privacy program can best support the business’s 
overall objectives.

Not taking a long term strategic approach to data protection may result in 
inadequate decision basis for overall business strategy, suboptimal use of 
resources, and also non-compliance leading to financial damages, 
reputational damages and lost business opportunities.
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2. No clear plan for privacy program
STRATEGIC RISK

There is no clear plan for what the privacy program is intended to achieve. 
There is also no clarity on current risk exposure and the business risk appetite, 
both which should be established and documented to ensure stakeholder align-
ment and buy-in, and should form the basis for the goal of the privacy program.

Unclarities regarding risks, risk appetite and privacy program goals, may result 
in suboptimal use of resources and less progress (and less compliance) than 
otherwise possible.

3. Not enough resources allocated 
for privacy program

STRATEGIC RISK

Allocated resources are not sufficient to ensure privacy program goals are 
reached, to ensure compliance or that risk levels are kept at appropriate levels.

Not allocating the right resources may lead to unsatisfying results from 
a privacy program, non-compliance and ultimately fines or damaged business.
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4. No effective breach routine
OPERATIONAL RISK

There is no routine established ensuring that potential security incidents and 
data breaches are identified, assessed and managed (incl. reported on) in a 
qualitative and timely manner.

Without a well functioning routine in place, reportable breaches may be missed 
or reported too late. Also, critical risks that may hurt data subjects or the busi-
ness risk not being managed appropriately. Both situations potentially mean 
severe breachces of relevant rules, and could ultimately result in fines or sub-
stantial business damage.

5. No effective data subject requests routine
OPERATIONAL RISK

There is no routine established ensuring that any data subject requests are 
identified, assessed, managed (incl. responded to) in a qualitative and timely 
manner.

Without a well functioning routine in place, data subject requests may be 
missed or handled too late. This means data subject rights may be violated, 
and could ultimately result in fines or substantial business damage.
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6. No effective training program
OPERATIONAL RISK

No training program is established to ensure that staff are aware of how GDPR 
impacts their work, what is expected from them and how to act in various 
situations.

The absence of an effective training program may lead to potential issues being 
realized too late which prevents timely and efficient handling, or even that 
regulatory requirements are breached and that right of employees and 
customers and others’ privacy rights are violated. In other words, the lack 
of a meaningful training program may lead to operational inefficiency, 
non-compliance and ultimately fines or damages.

7. No routine for updating data mapping
OPERATIONAL RISK

There is no routine in place to ensure that the documentation of personal data 
processing activities is updated continuously. 

Data processing activities typically change as organizations change and 
business develops, new vendor relationships are established and new systems   
   and applications are introduced. Without a routine   
   in place for updating documentation regarding 

processing activities, the documentation will soon 
be outdated. This leads to potential 

non-compliance (art 30 of GDPR) but also 
inability to overview gaps and risks. 

The latter may result in difficulties 
identifying challenges and 
opportunities that require attention. 
It also makes it more difficult to 
manage e.g. a potential breach or 
data subject requests, if the data 
mapping is not up to date.
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8. No routine for compliant change 
management

OPERATIONAL RISK

There is no routine in place to ensure that intended processing activities are 
assessed in advance in a timely manner. Data protection and privacy 
considerations are made very late (if at all), after the business has already 
made a plan or decision regarding e.g. new products and vendor relationships.

The lack of a routine for change management often results in operational 
inefficiency, as business has to wait for compliance and risk considerations to be 
made, and adjustments to be implemented (could have been prevented by 
involving the privacy team much earlier). It can also result in non-compliance 
and unacceptable risk if business deems it not viable to delay a change, or 
reconsider it, because wheels are already in motion.

9. No routine for ensuring DPIAs are done
OPERATIONAL RISK

There is no routine in place ensuring that processing operations (newly 
emerging or resulted from any intended change) undergo a ‘threshold 
assessment’ that might indicate necessity to conduct Data Protection Impact 
Assessments (DPIA), nor is there a routine in place ensuring that DPIAs 
themselves are done where required in advance of the relevant processing 
activities.

Carrying out DPIAs where required and in accordance with the GDPR is an 
important legal requirement. It is also an important step in ensuring that 
unacceptable risks are not introduced for the business or data subjects, and 
that potential issues are dealt with before it results in actual negative 
consequences. The risk of not having a routine in place for this, is suboptimal 
use of resources, unnecessary risk and obviously non-compliance.
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10. No ownership in various departments
OPERATIONAL RISK

It may be clear which person or team has the overarching responsibility for 
privacy management in the business, but ownership for data protection across 
the organization is not distributed in a meaningful fashion.

Personal data is processed in every part of the organization, and if staff that 
actually process personal data as part of their daily work, and that make 
decisions regarding changes to such processing, are not also actively involved 
in managing risk related to such processing activities, the business will have 
a very hard time achieving compliance, acceptable risk levels and 
a sustainable privacy program.
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11. Vendor due diligence routines 
are not in place

OPERATIONAL RISK

There is no routine in place to ensure that certain data processors undergo ‘due 
diligence’, i.e. the process to verify that they are reliable and that quality control 
and compliance are maintained throughout the duration of the arrangements. 

As a data controller, you are responsible for ensuring that your data processors 
have required expert knowledge, reliability and resources to ensure 
compliance. It is also crucial for them to implement required technical and 
organizational measures to meet legal requirements and ensure security of 
processing. In addition to the above, it is of high importance to make sure that 
initial level of processors’ reliability does not decrease over time. Failure to have 
a routine for this puts you at risk of non-compliance with legal requirements, 
suffering security incidents, and deprives you of the overall control over how 
your data are processed, which might result in fines and/or substantial 
business damage.



12. No full covering retention policy
COMPLIANCE RISK

There is no full covering retention policy, describing for how long personal data 
used for various purposes can be retained or used, and how it should be dealt 
with afterwards.

GDPR requires conscious decisions to be made about retention of personal 
data, in relation to the purposes for which it was collected. Not having a doc-
umented policy about this may lead to a violation of data subjects’ rights, and 
also of course breach of the rules.

13. Retention policy not complied with
COMPLIANCE RISK

The business’ retention policy (to the extent it exists) is not complied with, i.e. 
personal data is not erased or anonymised in line with established retention 
time periods.

Not complying with your retention policy means a breach of both internal and 
external rules, and a violation of data subjects’ rights. Declaring a retention 

   policy but not acting accordingly, may also mean 
giving false statements to internal and 

external stakeholders (including 
data subjects) which is further-
more unlawful and unethical.
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14. LIAs not carried out or documented
COMPLIANCE RISK

It is common that legitimate interest is defined as a legal basis for certain 
processing activities, but it is more uncommon that a legitimate interest 
assessment has actually been carried out and properly documented.

If you want to rely on legitimate interest as a legal basis, it is important to 
actually perform and document the relevant assessment, otherwise you cannot 
be sure (nor prove) that the processing is actually lawful.

15. Improper use of legal bases
COMPLIANCE RISK

Inappropriate legal bases are used for certain processing activities, or 
necessary requirements are not fulfilled to rely on identified legal bases.

To be able to justify your legal ground you need to evaluate the context and 
circumstances surrounding the processing activity prior to your decision. 
Depending on the circumstances, more than one legal basis could be 

applicable, in that case you should choose the most 
appropriate legal base(s). Relevant 

legal prerequisites must also be 
required, e.g. the criteria for a 
consent to be valid.
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16. Incomplete data mapping
COMPLIANCE RISK

Not all processing activities are documented on the necessary level of detail. 
Certain processing activities (structured or unstructured) are overlooked, and 
details are sometimes missing regarding eg. categories of personal data and 
purposes for which they are processed.

Documenting processing activities is a legal requirement in many cases, and 
also an important part of identifying gaps and risks. Having a complete and 
detailed inventory of processing activities also makes it much easier to handle 
new issues that arise, including breaches and data subject requests.

17. Not compliant cookie management
COMPLIANCE RISK

Cookies and other tracking technologies are not managed in line with the legal 
requirements. Website visitors are not informed about all cookies, or a compli-
ant consent mechanism is not in place.

Not having appropriate information and technical measures in place is 
 a breach of cookie and data protection rules, 

and it also means violation of website 
visitors’ trust and expectations.
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18. Not compliant privacy notices
COMPLIANCE RISK

The business’ privacy notices (internal and external) does not contain all 
required information, does not accurately reflect the reality of its processing 
activities, and could be more reader friendly to increase data subject’s 
understanding.

Transparency is an important aspect of data protection; enabling people to 
understand how you process their data, the risks they are exposed to and 
how to exercise their rights. This is your responsibility to explain, and failure to 
do so may lead to data subjects’ rights and expectations not being met, and 
non-compliance with the GDPR of course.

19. Third country transfers not compliant
COMPLIANCE RISK

Third country transfers to data processors (including sub data processors) 
and other recipients are not managed in accordance with legal requirements; 
risks related to recipients and recipient countries are not properly assessed 
and documented.

Third country transfers are unlawful if 
adequate safeguards cannot be 

guaranteed, and it is the 
responsibility of the data 
exporter to ensure such 
safeguards are in place. Not 

  doing this may mean exposing  
  data subjects to increased   
  risks, and is a violation of 
 legal obligations.
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20. No data protection by design and default
COMPLIANCE RISK

The knowledge about data protection by design and data protection by default 
principles are low, which means implementing them in accordance with the law 
does not happen.

Data protection by design, in short, requires businesses to consider privacy at 
the first stages of designing IT systems and procedures. Data protection by 
default means that standard settings of e.g. products and services should 
ensure minimum intrusion of privacy, for example that a minimum amount 
of personal data is processed. These principles are mandatory to implement, 
and if done right, you do not only ensure compliance but also a proactive 
way of working with data protection which benefits the entire business.
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21. No documented assessment 
on security measures

COMPLIANCE RISK

There is no documented and updated assessment that clarifies what technical 
and organizational security measures the business deem appropriate in 
relation to various processing activities and risks.

The GDPR requires you to understand and manage risks related to your own 
processing activities. So, in order to ensure compliance, you must yourself 
assess what risks your processing activities constitute, and what may be 
appropriate measures applied to manage such risks (and then making sure 
it is applied internally and also by external parties). Not doing this exercise 
is a violation of the rules, and exposes data subjects to unacceptable risks.
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22. DPAs not in place or not compliant
COMPLIANCE RISK

A Data Processing Agreement (DPA) is not entered into with all parties 
processing data on your behalf, or the DPAs that are entered into, do to 
some extent fail to meet the requirements of the GDPR.

As a data controller, you are responsible for ensuring that personal data is 
processed in a safe and lawful manner, even when some of the processing is 
outsourced to a data processor. In order to ensure this, you need a DPA in place 
between you that prevents the data processor from using personal data for 
unintended purposes, and from exposing data subjects to unacceptable risks. 
A DPA is an important and legally required instrument, and in combination with 
proper due diligence will make sure you can rely on partners without violating 
your obligations under the GDPR.
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23. No data protection policies 
and governance in place

COMPLIANCE RISK

There is no general privacy policy supplemented with supporting policies (e.g., 
information security, HR, vendor management policies) and associated 
documents (manuals, procedures, guidelines), or those are misaligned,  
or not properly maintained and updated.

As a business, you have to be able to demonstrate that you perform data 
processing in accordance with the law, which includes implementation of 
relevant data protection policies and associated documentation. 
In combination with an effective training program, this helps you demonstrate 
that you are in control of your data, while your employees have clear formal 
instructions on how to approach different privacy issues. Without meaningful 
guiding documentation you might end up being in breach of law, remaining 
out of control over how data is treated across your organization. Altogether, 
this might result in fines and/or substantial business damage.
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The solution: people, processes 
and technology

There’s no silver bullet for solving every issue in your company, there are three 
key components to getting you on track: people, processes and technology.

People come first. Putting someone in charge of your program and making sure 
they have enough resources in every part of the organisation to do their job well 
is crucial for any privacy program that wants to make a difference – regardless 
your goal is minimum compliance or being a leading example in your industry.

Then come processes. The people you’ve given responsibilites to need to make 
cross-functional collaboration, onboarding and knowledge transfer as easy as 
possible – so when the day comes that they’re no longer around, everything 
continues to run smoothly. Lastly, there’s technology – when you know what 
you want to do, you shouldn’t have to make do with generalised tools and 
software – instead, purpose-built solutions can help you automate tasks 
and simplify workflows.

DPOrganizer can help you every step of the way on this journey. Our 
professional services team can help you set processes from scratch, and 
jump in to execute specific tasks when needed. And our privacy management 
software can help you structure and optimise your privacy program.


